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l. System Requirements for e-Receipts Verification

Operating System

e  Windows 2000 Professional with SP4 and Above

Adobe Reader

e Adobe Reader 6.0 and above.

Internet Explorer

¢ Internet Explorer 6.0 and above with 128 bit Cipher Strength
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ll. LIC e-Receipt Verification Process

LIC ‘s e-Receipts’ Initiative enables it to send a Digitally Signed soft copy of the Premium Receipt
to the Policy Holder through an email. The Policy Holder can verify the Digital Signature on the e-
Receipt by a very simple method and can also print the same. Please note that it is not
mandatory to verify the Digital Signature always. The Policy Holder can view and Print the e-
Receipt successfully, even if he/she has not verified the same.

When the Policy Holder receives an e-Receipt from LIC, it is in PDF File Format and appears as
follows:

& [ife Jnsurance Corporation of Jndia

Colecting Branch (EP31 EP31
Premium Collection Management Center
Data -D711/2008 15t Floar Jeavan Sava Annexs
Z.W.Road, SantaonuzW)
Tr. Ho. -PRO109202300020506 Blumbal - 400 034

PR : 25134471/26134585
e-mal : pemc.celi@icndla.com

RENEWAL PREMIUM RECEIPT
Recalvad with thanks Re. 165.60Through Payment Gateway over the Infemst from:
Smt.Marshr : prm payment

Towards the following

&r. | Policy No |Sar Brn| Inst. PramiRa) [Dus Fr| Mo of Inst. Lata Fea Blan | Mext
HNo | agancy Moos Dus To|  Tot Prem Tot amtjRaj | Term | Dus
Cods amiiRe)
1 16925952 | 92D 5080 0EMDS 2 200 14 12705
02556932 QLY 03105 1D1.60 103.60 23
2 TIoadERd [ S0 300 0= - [{M1 o] 13 HERC]
23934911 QLy 1005 £2.00 62.00 44
Fage Total [HE) EREY TEIE0 ]
1e5.60
Grand Total [Fa) AT TEIE0 2
1E65.60

RUPEES OMNE HUMDRED SIXTY-FIVE AKD SIXTY PAISE OMLY

Jiln
Ihix

Andnra Pradesh
400075
test_epe@redfimall.com

Thia racalpt |2 slectronically ganerated and ks digially signad.

Message If any

re vall

d by R
et 14, P2 T8 b anmens s
Famason Prarmium By
Lecasan: LICOF MO

Zindagi Ke Saath Bhi, Zindagi Ke Baad Bhi
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Alternatively, the Policy Holders may receive an e-Receipt that looks like this (With a mark of
‘Validity Unknown’):

¥ Gife Jnsuramee Corporation of Jndia

Callscing Beanch :EPST Ers

Prirviun Colasics Wasesgenen Coente
Diards AR W Fleod aeven Sam Alneas

£ Bzad, Saslesae[W]
Tr. e PR DO 508 Wrle - 420054

Fh. T IOE 4
a-rml| | P ool crvd a oo

REMEWAL PREMILM RECEPT
Pacalved with thurks fta 188 88T bczugh Paprossi Sty aver e inbsrsd o

SmitieiShel ; pin pEgmas]

Towards s baliowing
[ET. | [CeaTr] Moot | LulsFas | Plan | Hesd |
Ko O To Tot Frem Todl AariRu) Tarm | Dua

Amijis)
T e | 2 FIS W | s
IR 101 52 1350 =
T o T T LE T e 1
T ] E200 Ee)
Faga Tobal [Mm) BLES 16153 100
18380
Gana Tatal ey TLEZ L FT
iassn

FUHEES OME HUMDRED SIXTY-FNE AMD S8 TY PAISE OKLY
"
LI
Andhie Pradesh
apcim™
Ied spslied Presd oon
Thin recaipl m slsciezaically ganamssd and i digitally sgred.

Wacig 1 mary

idity u
iy signed by
A —rsosember 14 AR
Reason: Premium Recemgt
Location: LIC OF INDH A==

This shows that the Trusted

| Roots are not present on the
4PMTGMT=05:30 | viewers’ computer and hence the
Digital Signature cannot be
validated

Zindagl Ke Eaath Ehl, Zindagl Fe Bsad Eh

This mark depicts that the Trusted Certificate Roots are not present on the viewers’ computer and
hence the Digital Signature cannot be validated.

The viewer needs to perform a one-time activity of explicitly adding the Trusted Roots on his/her
computer. Once the Trusted Roots are added, the viewer can validate any Digitally Signed

document.
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This can be done in the following 3 simple steps:

Install Root Certification (One-time) — This is a one-time activity that the user must perform on
his/her computer, to install the Root Certificate on the computer that he/she will use to Validate

LIC e-Receipts

Enable Windows Trust for Verification (One-time) - This is a one-time activity that the user
must perform on his/her computer, to integrate Adobe Reader with Windows Certificate Store
Validate the LIC e-Receipt — The viewer will verify all the Digitally Signed e-Receipts that he/she

receives from LIC

1. Install Root Certificate

» Open IE Browser. Go to Tools -> Internet Options -> Content Tab

» Click on Certificates

Internet Options

Generall Securit_l,ll Frivacy Content | Connections F'rl:ugramsl .ﬁ.dvancedl

2

— Content &dvizar

R atings help you contral the Internet content that can be
m viewed on this cormputer.

Enable... | Settings... |

— Certificates

% |ze certificates to pozitively identify pourself, certification
@l authonties, and publishers.

Publish)s... |

— Perzanal infarmation

icrosoft Profile &ssistant stores your by Profile. .
perzanal infarmation. =

5 AutoComplete stores previous entries AutoComplete. . |
and zuggests matches for you. =

Ok

| Cancel | Apply |
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Certificates

Intended purpose;

Personal | Other People | Intermediate Certification Autharities | Trusted Roat Certificatior € *

Issued To
127.0,0.1
Elkurkat Mangesh &
mangesh k.
Mangesh [
Mangesh K
mangesh kbt
MF'.I"-.IGESH FURKUT ...
Elrekha Marshnesw
Sudeep kumar P. K.

Issued By Expiratio...  Friendly Mame
Control Break Interna... 542005 <Mone =
Safescrypk Class 2 Em...  2/3/2006 <hone =
Safescrypk Class 2 On.,. 11/8/2006  =MNone:x
Safescrypt OnSike D, 12/26/2005  <Mone:
Werisign Class 1 CAIn.,.  11/5/2005 <Mone
Safescrypt Class 1 Co.,.  11/3/2005 <Mone =
Safescrypt Class 3 On,.. 3/22/2006 <Mone =
Safescrypt India-RCA...  11/12/2006  =MNone:
Safescrypt India-RCA... 70902005 <hone =

Export. ..

» Click on Import

Certificate intended purposes

Remove Advanced. ..
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Certificate Import Wizard

Wizard

certificate store,

certificates are kept,

To conkinue, click Mext,

Welcome to the Certificate Import

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lisks From wour disk ko a

A certificake, which is issued by a certification authority, is
a confirmation of your identity and contains infarmation
used to proteck data or ko establish secure netwaork
connections. & certificate store is the system area where

X

< Back

Zancel |

» Click on Next
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» Browse and select the “RCAI Class 3.p7b” and click Next

Certificate Import Wizard

File to Import

Specify the File wou wank to import,

Eile name:

F:iRooks\RCAT Class 3.p7h

Moke: More than one certificate can be skored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (. PFX, P12}
Cryptographic Message Synkax Standard- PKCS #7 Certificates (L P7E)

Microsoft Serialized Certificate Stare (35T

< Back. Mexk = Zancel

Please find the required “RCAI Class 3.p7b” attached with this Help.
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» Select the option as below and Click Next

Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificabes are kept,

Windows can automatically select a certificate store, or you can specify a location For

{% @utomatically select the certificate skore based on the bype of certificats:

" Place all certificates in the following store

Cerhificate store;

Browse, .. |

< Back. I Mexk = I Zancel
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Certificate Import Wizard x|

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard,

‘fou have specified the Following settings:

Cettificate Store Selected  Automatically determined by £
Cankent PKCS #7 Certificates
File Marme F:\Roots\RCal Class 3.p7h

1 | i

< Back.

Zancel |

» Click on Finish
» On Clicking Finish, below screen will appear, click on Yes

Security Warning ﬂ
& You are about ko install a certificate fram a certification authority (CAY claiming to represent:
CCA India

Windows cannot validate that the certificate is actually From "CCA India”, You should confirm iks origin by conkacting
"CCA India”, The Following number will assist wou in Ehis process:

Thurmbprint {shal): 873E69AE BEODEAGS DF382713 CCEF12ED 21305459
Warning:
IF wou install this rook certificate, Windows will automatically trust any certificate issued by this Z4&, Instaling a

cerkificate with an unconfirmed thumbprink is a8 security risk, IF vou click "Yes" vou acknowledge this risk.,

Do wou want ko inskall this certificate?
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» On Successful Import, you will get the following screen. Click OK to Complete

Certificate Import Wiz x|

@ The impart was successfFul,
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2. Enable Windows trust for Verification

A. For Adobe Reader 6.0

» Open Adobe Reader 6.0. Go to Edit -> Preference -> Select Digital Signatures.

Preferences E3

— Appearance

I

Accessibility
Digital Signatures
Forms

Full Screen
General Edit
Identity
Internet Duplicate
JawaScripk
Page Display Delete
Reading | - —
Search
Smoathing — Signing Method
Skartup
Trust Manager Default Method o use when signing:  |wWindows Certificate Security j
Units
Updates

x|

1L

— Werifying Signatures
¥ erify signatures when the document is opened
When Yerifying:
& Use the document-specified method, prompt if it is not available
" Lse the document-spedfied method, use the default methad if it is not available

' Always use the default method {overrides the dacument-specified)

Default Method Far Werifying signatures: I j

[8]4 Cancel

> Click on Advanced Preferences.
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Digial Signature Advanced Preferences |
— Werifying Signatures

[ Ignore the expiration dates of 'Self-Signed' Certificates when verifying signatures!

V¥ Require certificate revocation checking For walidation

— Microsoft Windows Certificate Security
[ Enable importing of identities from the Windows Certificate Stare into the Acrobat Trusted Identities list
Trusk ALL root Certificates in the Windows Certificate Store Faor the Following operations:

W validating Signatures
W validating Certified Documents

& If either of these options are selecked Acrobat could potentially treat conkent From companies thatk
have Certificates installed in Windows as trusted. Care should be taken in enabling this Feature.

— Reset Digital ID Options

Resek | Resets options related ta Digikal I0s, including import and default method settings.

Help | Ok I Cancel

» Select the options as show above and click OK and close the Advanced Preferences
Window
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B. Adobe Reader 7.0

» Open Adobe Reader 7.0. Go to Edit -> Preference -> Select Security from Categories

Preferences

Cakegories:  Digital Signatures

o) v Werify signatures when the document is opened
Accessibility
Farmns

Full Screen Few
General
Identity Edit, .
International
Inkernet
Jawascript
Multimedia
Page Display
Reading
Search

— Appearance

muplicate

Delete

ddili

-
Advanced Preferences.h

Spelling
Startup
Trusk Manager
Units

Updates

oK I Cancel
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> Click on Advanced Preferences and then go to Windows Integration tab.

Digital Signatures Advanced Preferences

Yerificakion I Creation  Windows Integration

[ Enable import and use of identities Fram the Windows Certificate Store:

Trust ALL rook Certificates in the Windows Certificate Store For the Following operations:
Iv alidating Signatures
W Walidating Certified Documents

& If either of these options are selecked content From companies that have Certificates installed in
Windows may be treated as trusked content, Care should be taken in enabling this Feature,

Help | (] 4 I Zancel

» Select the options as show above and click OK and close the Advanced Preferences
Window.

With this One-Time exercise;

» The Trusted Roots of the respective CA are successfully added on the viewer's computer

» The viewer's Adobe Reader integrates successfully with Windows Certificate Store. This will

enable the validity of the Digital Certificate with which the e-Receipt was Digitally Signed
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3. Validation of e-Receipt

A successfully validated e-Receipt appears as follows:

&) [ife Jnsurance Corporation of Jndia

Coflacting Branch :EP31 EP31
Premium Collection Management Cenfer
Diata 071172005 151 Floor Jesvan Sava Annexs
S.W.Road, SantacnuzW)
Tr. Ho. -PRO1IHH133M002 0506 Mumbal - 430 054

PN : 261344T1/28134588
e-mal - pome cali@icndla.com

RENEWAL PREMIUM RECEIFT
Recelvad with thanks Rs. 165.60Through Payment Gatsway over the Infemst from:
Smit. e rEnm © prm payment

Towards the following

&r. | Pollcy No |Gar Brn| inst. PramiRe) | Dus Fr Ho of Inst. Lata Fea Flan | Hext
Ho | agency Mods Dus To|  Tot Prem Tot amtjRe) | Term | Dus
Cods AmiiRe)
1 16925952 [Erin] 50,80 i 2 200 14 12105
02556934 aLy 0205 101.60 103.60 25
T [ 17594668 | S0 3100 [ifint3 z [ l1[x] [ s
23934911 QLY 1005 62.00 62.00 44
Fagse Toial [RE) TTHD TEIED b [1]
165.60
Trand Toial [Fe) LS TEI50 T
165.60

RUPZES ONE HUMDRED SLXTY-FIVE AND SIXTY PAISE ONLY

ki

Jhjx

Andnra Pradesh
A0007TS
iest_epsg@redemall.com

Thia racalpt 12 slectronically gansrated and ks digially signad.

Message If any

re valid
d By R
M:vITIJIl :a #2:&1 MT=05 30
Fonicecnn. Prarmium A
Liztwson: LIC OF IMDE

Zindagi Ke Saath Bhi, Zindagi Ke Baad Bhi

Please click on this Visible Signature to view the Validation Details.

This shows that the
Digital Signature on

this document is Valid
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¥ [ife dnsurance Corporation of India

P 261234471/26134585
e-mal : pome celi@icndla.com

RENEWAL FREMIUM RECEIFT
Recelved with thanks Re. 165.60Through Payment Gataway over the Infemst from:

Smit.MalShr © prm payment

Collecting Branch :EP31 EPS1

Premium Collection Management Center
Date -07/11720035 15t Floar Jesyan 22va Annexe

. NV.Road, Zaniacnuz{W)
Tr. M. -PRO109202300020505 Fumbal - 410 034

Signature Yalidation Status

Signature is WALID, signed by Rekha Varshney <varshney,rekha@licindia,com=,

- The Dacurnment has naot been modified since this signature was applied.

- The Signer's Identity is valid.

Leqal Motice, .. l [Signature Properties. ..

] [ Close

This racalpt I slectronically gensrated and I digitally signad.

\essage If any

re vall

r-dh

Radssn F‘l-ummﬁ
Lizcason: LICOF MO

(o b BT P T 0590

Zindagi Ke Saath Bhi, Zindagi Ke Baad Bhi

» Click on Signature Properties to view the properties of the Digital Signature of the e-

Receipt
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Signature Properties

ﬁ Signature is VALID, signed by Rekha Yarshrney <varshney.rekha@licindia,com =,

Surnrnary |Du:u:ument Signer | Date)Time || Legal

Signed by: |Rekha Yarshney <varshney.rekha@licindia, com = [ Showe Certificate. ..

Reason: |F‘remium Receipt

Walidity Surmary:

Date: |2|:||:|5,l'1 1714 19:22: 24 +05'30" Locakion: ||_1.;: OF INDLA

A/’ The Document has not been modified since this signature was applied.
A The Signet's Tdentity is valid,

l,i\‘ Signature date/time are from the clock on the Signer's computer,

Signature was created using Adobe Acrobat,

YWerify Signature l [ Close

Hence, the Digitally Signed e-Receipt sent by LIC to the Policy Holder is Validated Successfully!
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